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Growing number of 
ransomware families

Ransomware-as-a-Service 
(RaaS) 

Obfuscation techniques 

Attack surface increase
Source: IBM X-Force Threat Intelligence Index 2022

Ransomware cyber security threats
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Data Encryption/Destruction over time
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Time (hrs)

2.5PB

1.25PB

1TB

If discovered in <1 min, 
only 1.7TB impacted

1.7TB will be much faster to 
recover than 2.5PB

Recovery speed AND amount of 
data to recover are critical to 
business recovery

24 Hours
2.5PB data
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Ransomware detection architecture
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Feature collection on each IO 
operations in each FCM 

Aggregation of features from all 
FCMs 

Detect anomalous behavior, 
alerting and mitigation in real 
time

Periodic retraining of ML models

IBM FlashSystem

Extracted behavior
patterns

Real-time 
alerts

IBM Storage Virtualize Stack

Feature 
Collection

New ML models

Dashboard

Alert

IBM FlashCore Modules
with feature extraction in hardware

Inference
Engine
Inference
Engine

…

Feature 
Aggregation

ML Model
Training
ML Model
Training

Feature 
Extraction

Feature 
Extraction

Feature 
Extraction

Feature 
Extraction



Feature extraction in FCM

Extracted from IO 
operations
• Shannon Entropy of writes
• Read transfer size
• Write transfer size
• Read LBA
• Write LBA
• NVMe application tag

(volume ID)

Base features Extracted featuresWindowing
Additional features extracted 
from windows for each 
volume:

Aggregated features 
are extracted using a 
moving window over 
1-10 seconds • Mean/variance/Kurtosis of entropy of writes

• Mean/variance read and write transfer size
• Variance/Kurtosis of LBAs read and written
• Read and write IO rate

IO request sampling

Original feature extraction

Vol 1 Vol 2

IO requests

… 

1-10 sec 

Vol 1 Vol 2 Vol n

1-10 sec 1-10 sec 

Aggregated feature extraction

… 

…
 

Per-volume feature 
vectors



Measured ransomware detection time

Inference time for 1000 volumes every 2 sec in less than 10 ms Detection in less than 1 min

• Results measured while the inference engine is performing the 
feature vector classification for 1000 volumes in parallel and the 
evaluation classification results using majority voting.

• Evaluated the ransomware detection time in a KVM setup with a 
Windows 10 VM where the Conti ransomware was executed.

< 1 min

< 10 ms



Improving classifier accuracy with field data

• Sets collected from real systems in the field can be used to retrain 
models

• Here, the FPR of the single-level classifier was reduced by 80%-90% 
with models trained that include field data

Model trained from lab traces 

Models trained from lab traces and field data
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Introducing
WannaLaugh



Outlook for block-level ransomware detection

Current 
features

• Ransomware detection on >1000 volumes
• Training with 50+ real ransomware and 

emulated ransomware strains in 200+ 
configurations

• Continuous ML model updates
• Filesystem-aware ML models
• 32k volumes and volume grouping

Outlook • Multi-variate time series processing
• ML models for wiperware and exfiltration
• Using host stats as additional features
• Operating System awareness, …  



Construction began in 1173

Shipping began in 1952
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INSIC 2024-2034 Tape Roadmap
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Tape Phenomenal Scaling 
Demo 2020 
SrFe Tape

Demo 2017 
Sputtered

Tape

TS1170
2023

LTO9
2021

IBM 726 
1952

Product
Year

580 TBytes330 TBytes50 TB18 TB2.3 MBCapacity

317 Gbit/in2201 Gbit/in226.1 Gbit/in211.9 Gbit/in2 1400 bit/in2Areal Density

702 kbit/in818 kbit/in555 kbit/in545 kbit/in 100 bit/inLinear Density

452 ktracks/in246 ktracks/in47 ktracks/in21.9 ktracks/in 14 tracks/inTrack Density
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Density
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INSIC Tape Roadmap

Tape Products

Tape Demos

HDD Products

HDD Demos

2008-2015   
16%/year

2024-34 
INSIC Tape 
Roadmap
28%/year

2000-2008
38.6%/year

1998-2002
108%/year

2003-09
39%/year

2009-18
8%/year

1999
199%/year

2000-2008
34%/year

Tape Demos
28%/year

2018-23
2.6%/year

2008-2023
23.4%/year



Tape Research Focus Areas
• Signal Processing and Error Correction Coding

data and servo channel algorithms, iterative decoding

• Mechatronics and Control for Nano-Positioning
track follow and reel-to-reel control

• Materials Science 
magnetic particles, advanced polymers for substrates, lubricants, wear 
coatings, thin films for transducer

• Tribology
friction, lubrication & wear of the tape-head interface

• Mechanical Engineering
tape path design, actuator design,

• Physics of Magnetism
finite element and micromagnetic modeling
read and write transducer design

• Tape System Reliability and Performance Modeling

• Tape System Software

SrFe Tape Media

FEM model of Tape Writer

Tape structure



Tape Dimensional 
Stability (TDS) 
Compensation by 
Head Tilt 

Track
Following 

Control 

Tilt Following Control 



TDS Compensation by Head Tilt 

• The drive continually 
monitors the condition of 
the tape

• As mismatches are observed 
the head tilt is changed

• By increasing or decreasing 
the angle of the head, the 
drive can follow expansion 
or contraction of the tape

• More flexibility to choose 
operating point

Kevin Judd   May 2024   © 2024 IBM Corporation 35



Special Issue on Past, Present, and Future of Storage
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ACM Transactions on Storage , Feb 2025



”

Organizations Need to Unlock Value From Data…
Wherever it Resides

We fundamentally believe that 
core to the competitiveness of 
every company going forward will 
be their ability to use AI to unlock 
real-time value from their data 
wherever the data resides..

Nearly all public 
data
is represented in 
foundation models

But only 1% of
enterprise data!

Data is the fuel for an effective AI strategy

Only small fraction of enterprise data is used in Gen AI

”



Content-aware Storage

Active supplier of data:

• Responds to ad hoc natural-language queries aided 
by semantic memory

• Advanced content-aware compression and de-
duplication

• Rapid adaptive re-inference based on ever-changing 
content

Current Storage

Passive supplier of data:

• No deep understanding of content
• No way to search or ask for content other 

than
by explicit URL (e.g. S3 buckets)

• Bit-level compression

Vision of Content-Aware Storage

ML 
models



Content-Aware-Storage supporting Retrieval Augmented 
Generation (RAG)

© 2024 IBM Corporation

Doc

DB

Data Sources

LLM

Vector DB

User

Query DB2

Prompt

1

Retrieve Context 3

Context Augmented Response5

Prompt + User Context4

Conversion0
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Current RAG implementations for 
enterprise today are complex,
inefficient and costly

1. High cost: too many copies of data 

2. Security exposure: too many replicas of data 
with  Inconsistent ACL between raw data 
and embedding

3. Complex: too many technologies to integrate 

4. Stale embedding: long latency between data 
change and updated vectors

5. Limited scalability 

41
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IBM just announced Content-Aware Storage (CAST): a software-
defined storage data service addressing GenAI challenges
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Simple:
Automated RAG solution

Efficient:
a) Cost/performance
b) Works with legacy data

Enables Gen AI capabilities on unstructured data in 
any on-prem location

Only process incrementally changed data; High 
performance shared storage for data processing; GPU 
optimized storage for optimized NIMs performance 

Preserve data ACL; Data encryption for embedding 

On-prem data 
sources

Object File

Question

Answer…

GPU

AI Apps 
Server

Chat App

LLMVector DB 

OpenShift 

GPU

IBM CAST data services 

RHEL AI

IBM Storage Scale

Secure:

Combine power of IBM Granite AI processing with 
IBM’s AI storage software, & research innovations to 
a storage-based RAG solution

NVIDIA 
NIMs
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IBM CAST with NVIDIA NIMs Data pipeline
Integrating Nvidia Multimodal PDF Data Extraction and NIMs Blueprint with IBM AI storage 

vector Top-K 
results

LLM
GPU

response

Chat apps
Chat apps

Chat apps

Data Processing Pipeline

Hardware Acceleration

vector Top-K 
results

Chat apps
Chat appsEmerging 

GenAI data 
queries

[1.0, 3.4]
[1.3, 8.6]
[9.4, 8.7]
[5.3, 8.0]

Vector 
DB

Event 
trigger

IBM Storage Scale

Search API

Filesystem API AI Search API

NVIDIA NIMs

GPU
• Nvidia L40S GPUs

IBM AI Storage and Gen AI 
runtime

• RAG Virtualization for Existing 
Enterprise Data

• Incremental Data Processing

Vector Database
• Scalable to 1B vectors and beyond
• Datasource ACL preservation  

IBM CAST runtime
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IBM CAST with RHEL AI Data pipeline

vector Top-K 
results

LLM
GPU

response

Chat apps
Chat apps

Chat apps

Data Processing Pipeline

Hardware Acceleration

vector Top-K 
results

Chat apps
Chat appsEmerging 

GenAI data 
queries

[1.0, 3.4]
[1.3, 8.6]
[9.4, 8.7]
[5.3, 8.0]

Vector 
DB

Event 
trigger

IBM Storage Scale

Search API

Filesystem API AI Search API

RHEL AI 

GPU
• IBM Spyre 
• Nvidia L40S GPUs

IBM AI Storage and Gen AI 
runtime

• RAG Virtualization for Existing 
Enterprise Data

• Incremental Data Processing

Vector Database
• Scalable to 1B vectors and beyond
• Datasource ACL preservation  

IBM CAST runtime
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Dezember-Ausgabe (9.12.2024) von "Swiss IT Magazine" mit Schwerpunkt auf den Ausblick auf Technologie- und ICT-
Trends 2025

“Die Rolle von Speichertechnologien in der neuen Welt von Cybersecurity und KI”, 
von Robert Haas
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