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WHY AM I  HERE

This journey map will help you 
navigate the transformational 
journey to Zero Trust.

You’ll find the best way to learn 
about Zero Trust and the 
milestones along its journey.

You can learn more with links to 
the right content.

V I S I O N

Cybersecurity continues to be one of the 
top challenges of our digital age. Creating 
a secure ecosystem requires the adoption 
of a holistic security approach that includes 
a Zero Trust mindset, cloud-first posture, 
and the investment in people and skills. 

H ER E ’ S  W H E RE
T H E  J O U R N E Y  B E G I N S .

T H E  B E S T  WAY  TO
NAVIGATE  THIS  JOURNEY

I Read the Securing the channel: journey to zero trust blog
LEARN MORE

II Stay up to date with the latest announcements
LEARN MORE

III Attend Office Hours and community events (or their recordings)
LEARN MORE

IV Review the monthly partner launch calendar
LEARN MORE

V Find resources to learn about securing the channel
LEARN MORE

O V E RV IE W  O F  
KEY MILESTONES
Partners need to work with customers in implementing these changes within the specified timeline.

1 Prepare to secure your system Available
now

UP

DATED

2 Launching a report to track delegated 
admin privileges (DAP) relationships

Available
now

3 Releasing a self-service tool to remove DAP 
relationships

Available
now

4 General availability of granular delegated 
admin privileges (GDAP)

Available
now

5 Launching a tool for transitioning 
DAP connections to GDAP

Available
now

Transitioning active and inactive DAP 
connections to the limited GDAP roles

Ongoing
from

May 20236

7 New customer creation: Discontinuing DAP 
and granting GDAP default roles

Available
now

UP

DATED

8 New Compliance Admin role Available
now

NEW

9 GDAP auto-extend feature Available
now

NEW

10 Partner Center Security Requirements 
dashboard

Available
now

NEW

*Milestone availability dates are subject to change.
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PREPARE TO SECURE YOUR SYSTEM

AVAILABLE NOW

WHAT’S CHANGING?
Start your security journey by ensuring the following:
1. Add a security contact for your organization in Partner Center.
2. Turn on multifactor authentication (MFA) for customers and partners.
3. Secure your endpoints to protect against ransomware, fileless malware, and
other sophisticated attacks.

WHAT'S THE BENEFIT OF THIS CHANGE?
These security safeguards will help partners protect their businesses and 
customers from identity theft and unauthorized access.

WHAT ACTIONS NEED TO BE TAKEN?
1. Update your security contact for your tenant through Partner Center.
2. Enforce MFA for all user accounts, including guest users.
3. Consider using Microsoft Defender for Endpoint to ensure you secure your
devices. Use Azure AD Conditional Access to enforce compliant devices.

WHAT’S THE IMPACT?
Lack of sufficient security features puts people, devices, apps, and data at risk.

LEARN MORE

RESOURCES

Add a security contact

Mandate MFA for your partner tenant

Secure customer tenants

Consider using Microsoft Defender for Endpoint

Learn more about conditional access
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LAUNCHING A REPORT TO TRACK DAP RELATIONSHIPS

AVAILABLE NOW THROUGH PARTNER CENTER AND APIs

WHAT’S CHANGING?
Reporting tools help partner administration agents audit DAP connections with 
their customers.

WHAT'S THE BENEFIT OF THIS CHANGE?
This reporting captures how partner agents access customer tenants across all 
tenants through DAP.

WHAT ACTIONS NEED TO BE TAKEN?
Remove inactive DAP.

WHAT’S THE IMPACT?
Partners might lose admin privileges on their customer tenants if they don’t 
transition their customers to GDAP ahead of DAP removal. Delegated admin 
privileges can be reinstated through a GDAP request with the customer.

LEARN MORE

RESOURCES

DAP report in Partner Center
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RELEASING A SELF-SERVICE TOOL TO REMOVE 
DAP RELATIONSHIPS

AVAILABLE NOW THROUGH PARTNER CENTER AND APIs 

WHAT’S CHANGING?
Partners can remove DAP connections through self-service DAP removal tools.

WHAT'S THE BENEFIT OF THIS CHANGE?
Disabling unused and unneeded connections minimizes exposure and helps 
secure both partners and customers.

WHAT ACTIONS NEED TO BE TAKEN?
Remove inactive DAP.

WHAT’S THE IMPACT?
Partners might lose admin privileges on their customer tenants if they don’t 
transition their customers to GDAP ahead of DAP removal. Delegated admin 
privileges can be reinstated through a GDAP request with the customer.

LEARN MORE

RESOURCES

Monitoring administrative relationship and self-service DAP removal
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 GENERAL AVAILABILITY OF GDAP

AVAILABLE NOW 

WHAT’S CHANGING?
GDAP is a security feature that lets partners configure granular and time-bound 
access to their customers' workloads.

WHAT'S THE BENEFIT OF THIS CHANGE?
GDAP is a more secure model than DAP for administering customer tenants 
and adheres to the Microsoft Zero Trust principle of least-privileged access.

WHAT ACTIONS NEED TO BE TAKEN?
Transition active DAP to GDAP and request appropriate Azure AD roles.

WHAT’S THE IMPACT?
Partners might lose admin privileges on their customer tenants if they don’t 
transition their customers to GDAP ahead of DAP removal. Delegated admin 
privileges can be reinstated through a GDAP request with the customer.

LEARN MORE

RESOURCES

GDAP introduction

GDAP Step-by-step guide
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LAUNCHING A TOOL TO TRANSITION DAP 
CONNECTIONS TO GDAP

AVAILABLE NOW 

WHAT’S CHANGING?
Starting February 15, 2023, this tool will have a new feature that allows partners 
to remove DAP relationships in bulk. The tool will also be able to carry out bulk 
editing, deletion of access assignments, and deletion of GDAP relationships.

WHAT'S THE BENEFIT OF THIS CHANGE?
This tool enables partners to transition active DAP to GDAP in bulk. Starting 
in February 2023, it will also allow partners to remove DAP in bulk.

WHAT ACTIONS NEED TO BE TAKEN?
Use the console app tool to transition active DAP to GDAP. 

WHAT’S THE IMPACT?
Microsoft will transition active DAP to GDAP with basic Azure AD roles.

LEARN MORE

RESOURCES

GDAP bulk migration tool

GDAP bulk migration tool FAQ

GDAP bulk migration tool demo video (under Additional Resources)
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TRANSITIONING ACTIVE AND INACTIVE DAP 
CONNECTIONS TO THE LIMITED GDAP ROLES

ONGOING FROM MAY 2023

WHAT’S CHANGING?
Microsoft will begin transitioning active and inactive DAP relationships to GDAP 
with limited Azure Active Directory (AD) roles.

WHAT'S THE BENEFIT OF THIS CHANGE?
This improves security for partners and customers while enabling partners 
to perform basic admin activities on behalf of their customers.

WHAT ACTIONS NEED TO BE TAKEN?
No action required from partners. 
Partners might need to request additional GDAP Azure AD roles from 
the customer.
Note:  Partners who have an active GDAP with any of their customers will not 
be included in this transition activity.

WHAT’S THE IMPACT?
Partners will lose the ability to perform more advanced admin activities.

LEARN MORE

RESOURCES

Microsoft-led transition from DAP to GDAP FAQs
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NEW CUSTOMER CREATION: DISCONTINUING DAP AND 
GRANTING GDAP DEFAULT ROLES

AVAILABLE NOW 

WHAT’S CHANGING?
Microsoft will no longer grant DAP for new customer creation and will instead 
grant GDAP with default roles when a new customer tenant is created.

WHAT'S THE BENEFIT OF THIS CHANGE?
This improves security for partners and customers while enabling partners to 
perform basic admin activities on behalf of their customers.

WHAT ACTIONS NEED TO BE TAKEN?
Partners might need to request additional GDAP Azure Active Directory (AD) 
roles from the customer.

WHAT’S THE IMPACT?
Partners will only be able to perform basic admin activities. Partners will need 
to request GDAP Azure AD roles from customers to manage them.

LEARN MORE

RESOURCES

GDAP introduction
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NEW COMPLIANCE ADMIN ROLE

AVAILABLE NOW 

WHAT’S CHANGING?
To help our partners manage their compliance obligations, we're adding a new 
compliance admin role in Partner Center intended to support partners with 
managing compliance-related matters.

WHAT'S THE BENEFIT OF THIS CHANGE?
The compliance admin role is intended to help partners authorize a point of 
contact that they want Microsoft to engage with for compliance related matters.

WHAT ACTIONS NEED TO BE TAKEN?
Ensure this role has been assigned to someone in your company and keep the 
point of contact current as change happens within your company.

WHAT’S THE IMPACT?
All partners are requested to assign or update their compliance admin role to 
ensure compliance obligations are met.

LEARN MORE

RESOURCES

Compliance admin role in Partner Center
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GDAP AUTO-EXTEND FEATURE

AVAILABLE NOW 

WHAT’S CHANGING?
Microsoft launched the capability to extend existing GDAP relationships by six 
months for CSP partners.

WHAT'S THE BENEFIT OF THIS CHANGE?
GDAPs can be marked with auto-extend set to "enabled" to help save time 
and effort for the partners. When the end date arrives, partners won't need to 
create new GDAPs, get customer consent, or assign roles to security groups.

WHAT ACTIONS NEED TO BE TAKEN?
Partners can mark a GDAP for auto-extend as enabled or disabled.

WHAT’S THE IMPACT?
Auto-extend determines whether a GDAP will be rolled forward by six months 
or  expire on end date.

LEARN MORE

RESOURCES

Obtain granular admin permissions to manage a customer's service
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PARTNER CENTER SECURITY 
REQUIREMENTS DASHBOARD

AVAILABLE NOW 

WHAT’S CHANGING?
The Security Requirements dashboard is a powerful tool designed to assist 
partners in assessing and enhancing their current security posture within 
Partner Center.

WHAT'S THE BENEFIT OF THIS CHANGE?
The security requirements provided are actionable recommendations that 
are generated based on system vulnerabilities and common attack patterns. 
This dashboard consolidates the status of all security requirements into a 
single comprehensive score, enabling you to quickly gauge your current 
security situation.

WHAT ACTIONS NEED TO BE TAKEN?
Details on how partners can understand their security score and implement 
recommendations can be found in the associated learn article.

WHAT’S THE IMPACT?
Partners will need to take necessary actions to improve their security score 
and demonstrate their commitment to security.

LEARN MORE

RESOURCES

Security requirements for Partner Center

O N G O I N G  M O N I TO R I N G  A N D  M A N AG E M E N T
It's critical that partners use additional methods of monitoring to help detect 

anomalous behavior in your customer’s environment.

ENABLE FRAUD 
DETECTION AND NOTIFICATIONS

Subscribe to receive Azure 
fraud notifications

Review and resolve Azure fraud 
alerts via dashboard or API

SET UP COST
MANAGEMENT

Cost Management + Billing 
documentation

Set an Azure spending budget 
for customers

Monitor usage and spending with 
cost alerts in Cost Management

SET UP IDENTITY
PROTECTION

Azure Active Directory Identity 
Protection notifications

Gain insights with customer 
activity logs

THE GOAL IS
ZERO TRUST
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