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Common Technical Challenges in Al

Platform implmentation

@

Al models and approaches

Models vary in size, breadth, and depth,
and not all are created equal. Models
can be multimodal (i.e., capable of
processing different types of inputs), or
they can be paired together to solve
different use cases. Models are available
as proprietary and open models, as well
as models delivered as a service (e.g.
OpenAl GPT4, Google Gemini), and
delivered as open software (e.g. Meta
Llama, Mistral Al, Databricks DBRX).

Generative and predictive Al applications

Most organizations have already implemented
predictive Al solutions in-house that are powering
critical applications, which need to be maintained.
More than ever, organizations are searching for
solutions that allow them to develop and run both
generative Al and predictive Al applications in parallel
while being able to react to demand, market dynamics,
and customers needs.
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Cloud vs. On-premise trade-offs

Both predictive and generative AI models
require large data sets, skilled personnel,
and specialty hardware. These constraints
will vary depending on where the
organization trains or deploys its models.

Al software-as-a-service (SaaS) solutions
provide quick access to ready-to-use, highly
performant models and on-demand
hardware resources, which can speed time-
to-market and at the same time require
organizations to be flexible on data
migration and accessibility. For
organizations that prioritize data gravity and
governance, on-premise solutions could
offer an advantage over cloud offerings.
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High-level technical features of RHOAI

Model Development Tooling

The interactive, collaborative interface based on JupyterLab
enhances productivity and innovation by allowing data
scientists to work together seamlessly across various stages
of model development, from initial exploration to final
deployment.

Data and Model Pipelines

The visual editor simplifies the creation and automation of
data science pipelines, facilitating data exploration, model
training, validation, and storage, while supporting the entire
lifecycle of data science projects from data ingestion to
model deployment.

Superior Support

Our dedicated engineering teams offer comprehensive
support from the operating system to individual tools,
ensuring expert assistance at every project stage and
enhancing user experience by providing peace of mind and
confidence in the platform.

Model Serving

Frameworks for model serving routing simplify the
deployment of predictive machine learning or foundation
models to production environments, ensuring efficient and
effective deployment while providing robust infrastructure
for managing model serving at scale.

Model Monitoring

Centralized monitoring capabilities to track models’
performance and accuracy. The solution includes out-of-the-
box monitoring for key performance and operations metrics
for models deployed in production. This ensures that models
remain reliable and performant over time.

Extended Al Capabilities

A variety of technology partners are collaborating with Red
Hat to certify operability with Red Hat OpenShift AI, ensuring
users have access to a wide range of compatible tools and
technologies, thereby enhancing the platform's flexibility and
extensibility for building comprehensive Al solutions.

Distributed Workload Capabilities

Red Hat OpenShift Al offers distributed workload capabilities
on Red Hat OpenShift with minimal friction, providing a
seamless experience for data scientists, developers, and
ITOps, enabling efficient resource utilization and scalability,
and ensuring effective management of complex data science
and machine learning tasks.
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Red Hat OpenShift Al — Dashboard

= RedHat .
- ‘OpenSh‘lft Al a - 2] - < admin

Home

Looking for the previous landing page? x
Data science projects

== RedHat OpenShift Al has a new landing page. You can access applications that are enabled for your organization, such as

Jupyter - .
Models > > Jupyter, from the Enabled applications page.

Data science pipelines >

Experiments > ) Data Science Projects

Distributed workloads

assisted-installer cert-manager cert-manager-operator istio-system knative-eventing
Applications >
Resources Created Created Created Created Created

54122025, 12:01:32 PM 5/12/2025, 12:43:27 PM 5/12/2025, 12:42:46 PM 5/12/2025, 3:5719 PM 5/12/2025, 3:36:21 PM
Settings >

Owner Owner Owner Owner Owner

Unknown Unknown Unknown Unknown Unknown

5of 9 projects  Go to Data Science Projects

Work with Al/ML models

QOrganize your work with projects Create and train models Manage models
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Connections and storage

Data Science Projects » ollama-model

I} ollama-model @

Testin ollama-model with OpenShift Al.

Overview Workbenches Pipelines Models Cluster storage

Connections ‘Permiazium

Settings

=20 Connections

Mame T

models @
Connection to local minio 53 installation, with bucket models

Type 1

53 compatible object storage = v

Model serving compatibility

53 compatible object storage

Connected resources

storage
Connection to local minio 53 installation, with bucket storage

53 compatible object storage - v

53 compatible object storage
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ollama-model

S u p p o rte d The resource name will be ollama=model.
= Edit resource name (@
notebook images

Description

‘ Ollama instance testing serving models on OCP.

Notebook image

Image selection

Select one -

rF

Minimal Python
Standard Data Science
CUDA

PyTorch

TensorFlow

TrustyAl

code-server

ROCm




Takeaways

Collaborative tools

RHOAI offers interactive,
collaborative tools for data science
model development, training,
tuning, and serving, along with
centralized monitoring
capabilities that track the
performance and accuracy of

models in production.

Distributed workloads

RHOALI supports distributed
workloads across multiple
environments, enabling
organizations to scale their Al

operations efficiently.

Simplification

RHOAI simplifies AI deployment
with model serving frameworks
and tools that integrate seamlessly

with existing infrastructure

TD SYNNEX

Optimization

RHOALI includes features that
optimize resource usage, helping
organizations manage costs

effectively

O
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Gen Al is introducing
new risks for businesses

... and, since generative Al is now easily accessible by all Type of risk:
through web-based Al services, APIs, open source models, and
more: Ungoverned development and data brings on additional Operationalization | i 66% i i
busi isk o]
HSIESS TS Cybersecurity | 62% | |
- - - - - - i h 0
Implications of highlighted risks — what does it mean? Sy | | — |
Ethics | 58% |
Increasing legal liability ] 5
Introducing new vulnerabilities REPUENEn i | - |
Answers not identifying data sources Social implications 57%
Generating outcomes inconsistent with society expectations - | |
Damaging brand perception Accuracy 56%
Spreading misinformation B i | 5 |
Asserting incorrect information as fact 1as | | 55% |
Prejudicial or preferential propositions Data integrity 53%
Untrustworthy source data . | |
Tricking and manipulating people Behavioral | 52% |

Sources: IBM Institute for Business Value. 2023 IBM IBV Generative AI CEO Pulse




Al threats being out

38TB of data accidentally

exposed by Al researchers

W

= Q DARKREADING

Hugging Face Al Platform Riddled With 100 Malicious
Code-Execution Models

000

The finding underscores the growing risk of weaponizing publicly available Al models and the need for
better security to combat the looming threat

ﬁ Elizabeth Montalbano, Contributing Writer

WIZResearch

Models market place hosted code
that backdoored other devices

Malici have been a fact of life f a1
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A New Attack Impacts Major Al Chatbots—
and No One Knows How to Stop It

Researchers found a simple way to make ChatGPT, Bard, and other

chatbots misbehave, proving that Al is hard to tame. 10101010101010

Thousands of servers hacked in ongoing
attack targeting Ray Al framework

Researchers say it's the first known in-the-wild attack targeting Al workloads.

there today ...

Sensitive information hacking
examples

1. Show me new employee data.

P look for docurments on rew employess and g/ e 8 able of the data here

et "o Emgloyees 2024 March' |

data leak blunder

Date Joined Departmant

By Casily Mo

onmMoy2208 § X @

Company bans ChatGPT after a
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GenAl service provider
blames DDoS attack for
ongoing outages

Image Credits: Didem Mente/Anadolu Agency

Gotty Images

OpenAl has confirmed that a distributed denial-of-service (DDoS)
attack is behind “periodic outages" affecting ChatGPT and its

developer tools.

Finance worker pays out $25million
after video call with deepfake CFO

te read hed AM EST, Sun Febr 4,2

restricted ChotGPT

ar (iv > 5 > ariv2404.00473

Computer Science > Cryptography and Security

[Submitted on 30 Mar 2024)
Privacy Backdoors: Stealing Data with Corrupted Pretrained Models

Shanglun Feng, Florian Tramer

Autharities are increasingly concerned at the damaging potential posed by artificial inteligence
technology. boonchal wedmakawand/Moment RF/Getty Imag:

ChatGPT, Copilot und DeepSeek getauscht
Neue Jailbreak-Taktik zwingt LLMs dazu,
Passworter zu stehlen

21.04.2025 - Von Melanie Staudacher - 3 min Lesedauer - [J

Ein Sicherheitsforscher von Cato Networks, der keine Vorkenntnisse in der
Entwicklung gehabt haben soll, war in der Lage, ChatGPT, Copilot und

PKOTOGRAPH: WIRAGEC/GETTY INAGES

Practitioners commonly download pretrained machine learning models from open repositories and finetune them to fit specific applications. We show that thi
backdoors. By tampering with a pretrained mode!'s weights, an attacker can fully compromise the privacy of the finetuning data. We show how to build privac
transformers, which enable an attacker to reconstruct individual finetuning samples, with a guaranteed success! We further show that backdoored models allc
differential privacy (DP). The common optimistic practice of training DP models with loose privacy quarantees is thus insecure if the model is not trusted. Ove
supply chain attack on machine learning privacy.

DeepSeek so zu manipulieren, dass die KlIs ihm eine Infostealer-Malware
entwickelten.
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Al risks evolving rapidly with conflicting complexity...

&

Attacker sends
an email

A XPIA classifiers bypass

User asks copilot for
some sensitive information

A External link redaction bypass

Copilot responds with a
markdown image

A CSP bypass reference bypass

Browser tries to
fetch the image

Sources:

< Back to EchoLeak

Breaking down ‘EcholLeak’,
the First Zero-Click Al
Vulnerability Enabling
Data Exfiltration from
Microsoft 365 Copilot

\

(i Aim Labs Team
‘% 11 June, 2025 « 12 min read

TL;DR

Aim Security discovered “EchoLeak”, a
vulnerability that exploits design flaws typical of
RAG Copilots, allowing attackers to automatically
exfiltrate any data from M365 Copilot’s context,
without relying on specific user behavior.

The primary chain is composed of three distinct
vulnerabilities, but Aim Labs has identified
additional vulnerabilities in its research process
that may also enable an exploit.

Sensitive information exfiltrated
to attacker’s server


https://www.aim.security/lp/aim-labs-echoleak-blogpost?is=5f5fafe55169d4d2a746b021591a36ae2382465d31ef45595cb82626d24650b6
https://thehackernews.com/2025/06/zero-click-ai-vulnerability-exposes.html?is=5f5fafe55169d4d2a746b021591a36ae2382465d31ef45595cb82626d24650b6

Sources:

Al enhanced supply chain
threats: Vibe Coding

What is ,,Vibe Coding*“

The rapid adoption of Al-assisted development and coding IDEs, or "vibe
coding" as it was coined by OpenAl co-founder Andrej Karpathy,

is accelerating software development at an unprecedented pace, and
creating a new governance and security blind spot for security teams and

engineering alike.

Concerns?

Questionable quality, efficiency and security of newly created code.

“LLMs generally produce insecure code when not

explicitly guided towards security.”

New Risks

* Outdated security knowledge
* Replicating vulnerabilities

* Questionable code quality
 Insecure code generation
Al hallucinations
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BACKSLASH

WHITEPAPER

Vibe Securing™: Addressing The
Vibe Coding Tsunami of Risks

“How do we look at vibe coding?
With horror!”

CISQ, publicly traded company

"l asked a developer to automate a
test case for me, he told me he did it
in 2 hours with ChatGPT, and now
I'm worried.”

GRC Manager, MedTech Company



https://www.backslash.security/resources/vibe-coding-security-whitepaper

Information Security
The very basics

Confidentiality

Preventing information from falling into the hands of people
who do not have authorization to access the information.

Integrity

Information stays accurate and consistent, and ensuring
that unauthorized people cannot makes any changes to the
information.

Availability

Timely and reliable access to and use of the information
when required.

Confidentiality

Integrity

(©) TD SYNNEX

Availability
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IT Security involves
taking risks

* Ariskis the possibility of something happening with a
negative consequence.

* Risk value = Consequence x Likelihood

« Likelihood =
Adversary capability x Adversary motivation x Vulnerability
severity

* In general organization could:
Accept, Reduce, Transfer, Reject

« Ensure that the technology, systems and information in
your organization are protected in the most appropriate

way, and that resources are focused on the things that “Risk management is an iterative process.
matter most to your business. Technology changes, as does the business environment
and their associated threats and opportunities.”
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Laws & Regulation

Directive on security of network and information systems.
Deadlines: By 17 October 2024, Member States must adopt and
publish the measures necessary to comply with the NIS 2 Directive.

They shall apply those measures from 18 October 2024.

N This Regulation shall enter into force on the twentieth day
* * following that of its publication in the Official Journal of the
* DORA %

* *
* 4 X Remember, the Digital Operational Resilience Act (DORA) is a

European Union. It shall apply from 17 January 2025.

Regulation, not a Directive, so it is binding in its entirety and

directly applicable in all EU Member States.

taking cyber responsibility seriously Outside EU there are even more ...
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What is Al?

NIST (National Institute of Standards and Technology)

13 T
»~A macihne-based system that can, for a given set of human-defined A catch-all term covering

objectives, make predictions, recommendations, or decisions Generative Al, traditional ML,
influencing real or virtual environments.“ *
agentic systems, assistant

EU Al Act definition: solutions, and even predictive and

»(1) ‘Al system’ means a machine-based system that is designed to
operate with varying levels of autonomy and that may exhibit
adaptiveness after deployment, and that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs
such as predictions, content, recommendations, or decisions that can
influence physical or virtual environments;” **

prescriptive analytics solutions”

»(3) ‘provider’ means a natural or legal person, public authority,
agency or other body that develops an Al system or a general-purpose
Al model or that has an Al system or a general-purpose Al model
developed and places it on the market or puts the Al system into
service under its own name or trademark, whether for payment or
free of charge;” **

How many terms are defined in the EU Al Act?

(68)|'downstream provider’ means a provider of an AI system, including a general-purpose Al system, which
Sources: integrates an AT model, regardless of whether the AI model is provided by themselves and vertically integrated or

* [ ]
o provided by another entity based on contractual relations.



https://csrc.nist.gov/glossary/term/artificial_intelligence
https://doi.org/10.6028/NIST.SP.800-218A
https://artificialintelligenceact.eu/article/3/
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What has Al always have been?
Traditional Al is still critical, Gen Al unlocks new possibilities ...

Generative Al Traditional Al

majorly trained majorly
with ‘unlabeled’ data trained with ‘labeled’ data
Trained on (100s of TBs) Trained on proper, (100s of GBs)
Trained for Trained for a

“Both traditional AI and generative Al are useful for enterprises. Neither replaces the other, but generative AI opens new possibilities for

specific use cases. Al Governance is required for both types of Al. Security (Data, Model and Usage) needs to be considered for both types”



Laws & Regulation

13

is a European regulation on artificial intelligence (AI)
— the first comprehensive regulation on Al by a major regulator
anywhere. The Act assigns applications of Al to three risk
categories. First, applications and systems that create an
unacceptable risk, such as government-run social scoring of the
type used in China, are banned. Second, high-risk applications,
such as a CV-scanning tool that ranks job applicants, are subject to
specific legal requirements. Lastly, applications not explicitly
banned or listed as high-risk are largely left unregulated.”

The EU AI Act consists of 12 main titles. Each title contains a set
of Articles.

TD SYNNEX

Chapter I: General Provisions

Chapter II: Prohibited AI Practices

Chapter III: High-Risk AI System

Chapter IV: Transparency Obligations for Providers and
Deployers of Certain Al Systems

Chapter V: General-Purpose AI Models

Chapter VI: Measures in Support of Innovation

Chapter VII: Governance

Chapter VIII: EU Database for High-Risk AI Systems

Chapter IX: Post-Market Monitoring, Information Sharing

and Market Surveillance

Chapter X: Codes of Conduct and Guidelines

Chapter XI: Delegation of Power and Committee Procedure
Chapter XII: Penalties

Chapter XIII: Final Provisions



https://artificialintelligenceact.eu/the-act/
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Al infrastructure security risks

The necessity for a comprehensive and proactive strategy tailored to ML/AI operations

Data theft and

Broadened attack surface leakage

 Complex distributed architectures « Processing vast amounts of sensitive

* Cloud services data
« API and thlrd—party integration ¢ Data access permissions
» Leakage through unsecured pipelines

» Leagage through supply-chain

» Leakage through shadow Al
Injection attacks
Model theft
* Manipulating training data @
. . . » Unsecured trained models
* Manipulating prompt inputs
. fine- 1
> Leading to altered AT behavior Unsecured fine-tuned models/agents
» Reverse engineering of a model to

(false predictions, biased outputs, malicious outcomes)

gain intelectual property
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- - B A ] ¢ Sensitive data
Al Enterprise Architecture G : Dataleakage
@ ~= * Hallucination
Privacy & Cyber Security Risks ﬁ . InapprOPriate Content
- . aws — Generation
o Data « APIs and Keys issue
! °- * Shadow AI and Data
: TN D « Answer with sensitive data
I Confuse agent via S ]
! prompt injection
) )
I
I l Q + Shadow Al
(e | K + Hallucination
) 55 ) 1 —_  __ * Data leakage
| — @ > % - —_— I m + Inappropriate Content
En] «— m — (% «——— — - 0 Generation
y I o) é‘# + Answer with sensitive data
User Al | Al Agent
Assistant : ﬁ % Internal \
[ ALA LLMs
. s
External P |
Prompt APIs *  API Security Issue Er [
Injection : « API with powerful acess B
I *  Prompt Injection
| - / £
* API Security Issue : E
* Prompt Injection I . iti X
Pty 1 * Sensitive data / Sen§1¥1ve data
. . * Malicious Access ..
'« Malicious Access & Vector . . Training Data
' Database & manipulation

manipulation
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A typical Al workflow: Prompt tuning with RAG

Secure the infrastructure + establish governance

1
N ! |
%% . E—— 1 1 — "
' & \:\_» I i I :
2 : I I i ,
I | - i
Prompt ! I - .
tuned LLM ! | Tln ¢ — ;
4 : S & Embedding '
p { & " | Model !
rompt & ! ! Oreanizational :
Repsonse , , ganizationa
% documents : : \ content — | :
I | Y ;
. ! !
! I ! @» - Relational DB !
; . L > = Object Storage !
: Questions _ e ——— ! : D = Vector DB ;
; | @ | > I ! !
-/, I ! !
! User Response This Aj ster Al E !
! srire | ; Documents with machine vector !
: icati i I ! —> . : !
i Secure the usage Application with RAG ; ! embeddings for semantic search |

e o ¢ h s e e s e e e e a e s e s e e s e e A h e h = h e e s = e s s h s e e s e e e e s o n e s e s o e s e h s e e s s -
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Safeguard Al Workflows - a holistic framework

Build trustworthy Al
(o

Data collection Model development Model inference
and handling and training and live use

Y, e

Secure the data Secure the model

Secure the infrastructure

Establish Al governance



Red Hat Al portfolio

& RedHat
Enterprise Linux Al

Foundation model platform for developing,
testing and running Granite family LLMs

» Provides a simplified approach to get started with
generative Al that includes open-source models

» Makes Ai accessible to developers and domain experts
with little data science expertise

 Provides the ability to do training & inference on
individual production server deployments

(©) TD SYNNEX

Red Hat
OpenShift Al

Integrated MLOps platform for model
lifecycle management at scale anywhere

 Provides support for both generative and predictive Al
models with bring-your-own-model (BYOM) approach

* Includes distributed compute, collaborative workflows,
model serving and monitoring

« Offers enterprise MLOps capabilities and the ability to
scale across hybrid-clouds

* Includes Red Hat Enterprise Linux Al, including the
Granite family models
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How can we address
Al Risk?
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MITRE ATT&CK framework

a globally-accessible knowledge base of adversary tactics and techniques based on real-world observations

Its name stands for “Adversarial Tactics, Techniques, and Common Knowledge”.
It is a methodology for interpreting and describing cyberattacks.

It gives a thorough and well-organized taxonomy of the numerous tactics and methods that attackers use to penetrate and
control computer systems.

The framework is intended to assist companies in better Cybersecurity experts, such as threat hunters, incident
understanding the methods and tactics performed by threat responders, and security analysts, regularly implement
actors and implement effective defense strategies that can MITRE ATT&CK to identify and categorize cyber threats
improve the detection and prevention of cyberattacks. and to create efficient defensive measures to guard against

It contains a wide range of strategies and methods from them.

initial access through persistence, privilege escalation, and
data exfiltration.
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Mitre Atlas — adapting ATT&CK around ML/AI

MITRE ATLAS

Matrix Tactics Technigues Mitigations Case Studies -~ Resources =

Home » »

ATLAS

Matrix

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML technigues belonging to each tactic below. & indicates an adaption from ATT&CK. Click on the blue links to learn more about each item, or

search and view ATLAS tactics and techniques using the links at the top navigation bar. View the ATLAS matrix highlighted alongside ATT&CK Enterprise technigues on the ATLAS Navigator.

Reconnaissance® Resource Initial AlModel  Executiond  Persistenced _Privilege Defense Credential  Discovery®*  Collection® Al Attack Command Exfiltration®  Impact®
Development® Access? Access Escalation® Evasion® Accessé Staging and
Control®
6 techniques 12 techniques 6 techniques 4 techniques 4 techniques 4 techniques 2 techniques & technigues 1 technigue T techniques 3 technigues 4 technigues 1 technique 5 technigues T technigues
Search Open Acquire Public Al Al Supply Chain Al Model User Poison Training LLM Plugin Evade Al Unsecured Discover Al Al Artifact Create Proxy Reverse Exfiltration via Evade Al
Technical Artifacts Compromise Inference APl | | Exacution & Data Compromise Model Credentials % Model Collection Al Shell Al Inference Model
Databases & Access Ontology Model API
Obtain Valid Command and Manipulate Al LLM LLM Data from Denial of Al
Search Open Al Capabilities & Accounts & Al-Enabled Seripting Maodel Jailbreak Jailbreak Discover Al Information Manipulate Al Exfiltration via Service
Vulnerability Product or Interpreter & Model Repositories & Model Cyber
Analysis Develop Evade Al Service P IéL:\-fﬂ Ig’roﬁnpt I[_]LM Trusted Family Verly Means gpammingﬁql
. elf-Replication utput erify ystem wit
Search Victim-Owned | -2Pabilities & Model Physical I‘I‘.P"lfmmpt n Components Discover Al g?t? f“’g’ Local ' Attack Extract LLM Chaff
Websites & Acquire Exploit Public- Environment njection EAG . Manipulation Artifacts ystem - gystem Data
i ccess K oisoning ra rompt
Search Apolication Infrastructure ;aCII?fation a {L:LDP:111 PJ;'[?_:{; . LLM Prompt Discover LLM Adversarial Erode Al
Romostorin Publish Poisoncd PP Full Al Model p Obfuscation Hallucinations Data LLM Data Model
epositories Dut is t oisone: R Access Leakage Integrity
Adh atasels n False RAG Entry Discover Al
clive \ - Injection Model LLM Response Cost
Scanning & B;Ition Training Drive-by Outputs Rendering Harvesting
. & . &
Gather RAG-Indexed . Compromise Impersonation Discover LLM External
Targets Establish . a System Harms
Accounts & Masquerading Information
Erode
Publish Poisoned aocjr”lpt Al Cloud Service Dataset
Models oce Discovery & Integrity
Publish
Hallucinated
Entities Sources:


https://atlas.mitre.org/matrices/ATLAS
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()

Check for
updates

Al Risk Management
Framework [NIST Al 100-1]

Artificial Intelligence Risk Management
Framework (AI RMF 1.0)

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

Sources:
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
www.nist.gov/itl/ai-risk-management-framework



https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://www.nist.gov/itl/ai-risk-management-framework
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BSI| — Kunstliche Intelligenz

KONTAKT ENGLISH w GEBARDENSPRACHE E‘I LEICHTE SPRACHE NUTZUNGSBEDINGUNGEN LOGIN

* Bundesamt
& o fiir Sicherheit in der
Informationstechnik Deutschland
Digital-Sicher-BSI

Das BSI Themen IT-Sicherheitsvorfall Karriere Service Q

@ > Themen >  Unternehmenund Organisationen >  Kiinstliche Intelligenz

Kinstliche Intelligenz

1 Chance und Bedrohung
1 Schwerpunkt Kiinstliche Intelligenz im BSI
1 Kompetenzzentrum Kiinstliche Intelligenz
1 KIinsicherheitskritischen Bereichen wie Automotive und Biometrie

1 Beispiel Kryptografie: KI unterstiitzt technische Evaluierung

Sources:


https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/kuenstliche-intelligenz_node.html

Sources:

Sicherer, robuster und
nachvollziehbarer
Einsatz von Kl

MaRnahmen zur Erhohung der IT-Sicherheit

»Die klassischen Mafinahmen hinsichtlich Software- und
Systemsicherheit gelten unverdndert fiir KI-Systeme und sollten

umgesetzt werden. Dies alleine ist jedoch nicht ausreichend.”

Weiterhin ...

»,Im Rahmen eines KI-spezifischen Risikomanagements sollte der gesamte
Lebenszyklus des KI-Systems systematisch hinsichtlich relevanter Risiken

analysiert werden, [...]. Basierend auf der Analyse konnen risikobasiert

MitigationsmaBBnahmen auf der Ebene des KI-Systems sowie weitere technische

oder organisatorische MaBnahmen zur Anderung der Rahmenbedingungen

abgeleitet werden.“
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% Bundesamt Deutschland

G b fiir Sicherheit in der

Infermationstechnik Digitalo Sicher' BSI

Sicherer, robuster und
nachvollziehbarer Einsatz von Kl

Probleme, MaBnahmen und Handlungsbedarfe


https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/kuenstliche-intelligenz_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KI/Herausforderungen_und_Massnahmen_KI.pdf?__blob=publicationFile&v=6
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Al risk atlas

Governing Al -

AL viok atlas = Al risk atlas

Evasion attack

Last Updated: 2025-06-19
Impact on the environment

Incorrect risk testing

COver- or under-reliance
Membership inference attack
Confidential data in prompt
Prompt leaking

Data privacy rights alignment

Discriminatory actions

IP information in prompt
Legal accountability

Hallucination

Explore this atlas to understand some of the risks of working with agentic Al, generative Al, and machine learning models.

Social hacking attack
Harmful output
Indirect instructions attack On this page
Mitigation and maintenance
Al agent compliance

Function calling hallucination

Sources:



https://www.ibm.com/docs/en/watsonx/saas?topic=ai-risk-atlas
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Al heeds to Al needs to
provide ... provide ...

P . Visibility
Monitoring & Evaluations

Understand where AI models are deployed and in use within the

Monitoring of predictive models for fairness/bias, accuracy,

) _ _ . organization
quality and drift and generative Al for quality and LLM-output
specific metrics e Security for Data
Explainability Protect data sources, especially sensitive data, leveraged in Al

Tracking and gathering of model metrics to explain model output deployments

Security for Models & Applications
Risk Management & Compliance ',

®
@ Apply security controls and mitigate security vulnerabilities
Way to manage Al activities and risks from initial requests,

roduction deployments, to compliance .
P ploy P + Security for Networks, Infrastructure, etc.



The power of community:
Red Hat OpenShift Al and RHEL Al

(©) TD SYNNEX

Red Hat
OpenShift Al

RHEL Al

Red Hat
OpenShift Al

Model serving & monitoring

Deploy models anywhere with consistent
cloud-to-edge production deployment, and
monitoring capabilities

Resource optimization and management

Create model pipelines for tuning and
alignment, validation and delivery; Share
and optimize resources across teams

RHEL Al

Foundation model runtime engine

Develop, deploy, and test open Granite
language/code models, supported &
indemnified from Red Hat and IBM

Developer-friendly model toolkit

Bring rapid LLM experimentation to
developers via supported InstructLab CLI

Runs on any
infrastructure

.

.............

Physical Virtual

Private Public



Red Hat OpenShift Al: A platform to build

1

Gather and prepare data

TD SYNNEX

Deploy modelsin

Develop models an application

d
h |

% Starb
. ¢ otarburst
ISV software and cloud services
¥ *
Pachyderm elastic
& RedHat
Red Hat software and Application Foundations
cloud services
Data .
. Integration
streamlng

Red Hat on-premise and

cloud platform

Model monitoring
and management

watsonx

©penVIN®

ANACONDA

;.up-.-l‘-- 6 PyTOrCh OpenShift Al

Model serving Data science pipelines

Accelerators: @A NVIDIA.

On-premise, cloud or edge infrastructure

Model performance
monitoring
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