
 

 
StreamOne®  Security 

Operations (SecOps) 

Solution 

 User’s Manual  

 

 

 

 

 

 

 

 

 

 

 



 

Table of Contents 

 
Solution Overview ........................................................................................................................... 4 

What is StreamOne® Security Operations (SecOps) solution? ................................................... 4 

What are the key differentiators of the StreamOne® SecOps solution? .................................... 4 

What is the goal of this guide? .................................................................................................... 5 

Prerequisites ................................................................................................................................... 6 

How to access to the SecOps Solution ............................................................................................ 9 

1st Time Access .............................................................................................................................. 10 

Home Page .................................................................................................................................... 11 

Home Page Widgets .................................................................................................................. 11 

Microsoft Secure Score ......................................................................................................... 11 

Risk Level ............................................................................................................................... 12 

Top Critical Security Recommendations ............................................................................... 13 

High Risk Customers ............................................................................................................. 13 

Featured Applications ........................................................................................................... 14 

Azure Consumption .............................................................................................................. 14 

Customers ..................................................................................................................................... 16 

Customer Details > Overview ....................................................................................................... 18 

Widgets ..................................................................................................................................... 18 

Tenant Status and Availability .............................................................................................. 18 

Risk Level ............................................................................................................................... 19 

Microsoft Secure Score ......................................................................................................... 19 

Security Recommendations .................................................................................................. 19 

Azure Consumption .............................................................................................................. 19 

Customer Details > Security Settings ............................................................................................ 20 

Security Type ............................................................................................................................. 20 

Manage Security Options ...................................................................................................... 20 

User Based Rules ................................................................................................................... 22 

Device Based Rules ............................................................................................................... 23 

Mail Based Rules ................................................................................................................... 24 

Exclusions .............................................................................................................................. 25 



 

Conditional Access Policy Management: Post Deployment ................................................. 26 

Azure Budgets ........................................................................................................................... 28 

Managing your Budget Management and Budget Threshold .............................................. 28 

Budget Alerts......................................................................................................................... 29 

Azure Policies ............................................................................................................................ 30 

Azure Policies ........................................................................................................................ 30 

Authentication ........................................................................................................................... 32 

Authentication Methods ....................................................................................................... 32 

Password Settings ................................................................................................................. 32 

Smart Lockout Settings ......................................................................................................... 33 

MFA Settings ......................................................................................................................... 33 

Password Less Settings ......................................................................................................... 34 

Customer Details > Recommended Products ............................................................................... 35 

Customer Details > Tenant Details ............................................................................................... 36 

Customer Details > Deployment Log ............................................................................................ 37 

Support.......................................................................................................................................... 38 

 

 
  
  



 

Solution Overview 

What is StreamOne® Security Operations (SecOps) solution? 

 
StreamOne® SecOps Solution is a centralized platform designed to offer a comprehensive, unified 
view of your Microsoft customers' security posture, helping to reduce their risk levels and 
standardize the deployment of security policies across your entire customer base. It also enables 
users and organizations to leverage third-party product recommendations, making it easier to 
address security gaps and enhance overall protection. 
 
 
This Solution delivers a multi-layer defense against vulnerabilities based on industry security best 
practice, allowing you to easily enable Security Defaults, implement Conditional Access and Azure 
polices, and set budgets within Azure Cost Management.  
 

What are the key differentiators of the StreamOne® SecOps solution?

 

• Provide a single, centralized, end-to-end solution that integrates all security dashboards, 

settings and metrics creating a comprehensive security view of your entire customer base 

• Standardize the way to apply customer’s security settings by reducing the time and effort to 

handle threats and improve customer’s security posture 

• Prioritize high-risk customers, allowing users to focus on critical threats and recommended 

actions 

• Offer real-time dashboards that provide actionable insights into security posture, threat 

trends, and operational metrics 

• Scalable and flexible solution that provides a cost-effective solution for SMBs, ensuring it 

grows with partner and customer’s needs and can adapt to changes in the security landscape 

• Save time and resources by simplifying the process of maintaining compliance with security 

policies 

• Intuitive and easy-to-use interface tailored to the workflows of security teams which reduces 

the learning curve to use the portal more effectively 

• Leverage our digital upsell mechanisms and recommended products engine
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What is the goal of this guide? 

 
This guide is designed to provide users with help to successfully use the SecOps Solution 
through StreamOne platform. 
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Prerequisites 
In order to pull data from the customers, a GDAP Relationship between the partner and the 
customer is required. This GDAP relationship needs to include at least the Cloud Application 
Administrator role. 
 
Please make sure that this relationship exists and is approved by the customer. Otherwise, it 
will not be possible to pull data from that customer and it will be excluded from the aggregated 
data view. 
 

 
 
Here you can find how to request a new GDAP relationship for a given customer: 
 

- For StreamOne ION users, you need to request a GDAP Relationship with 
Recommended Access. Click here to see how to request it. 
 

 
 

- For StreamOne Stellr users, you need to request a GDAP Relationship with 
Recommended Access or one with Custom Access that includes at least the Cloud 
Application Administrator role in it. Click here to see how to request it. 

https://stream1.freshdesk.com/support/solutions/articles/44002364963-view-and-manage-secops-security-operations-for-gdap
https://ec.synnex.com/stellr-reseller-portal/dynamic/marketplace/home?marketKey=Documentation%20-%20GDAP
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Also, please make sure that there is no Conditional Access policy blocking the access to the TD 
SYNNEX StreamOne application (Service Principal) installed in the customer’s tenant. You can 
add an exception in the policy to exclude it. Open the Conditional Access Policy and follow 
these steps: 

1. Click on Target Resources 
2. Select resources 
3. None 
4. Find the TD SYNNEX StreamOne Integration resource and select it 
5. Save 

https://portal.azure.com/#view/Microsoft_AAD_ConditionalAccess/ConditionalAccessBlade/~/Policies
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6. The next daily synchronization should now be able to connect and pull data from the 
customer. 
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How to access to the SecOps Solution 
 
StreamOne ION 
 
You can access the SecOps portal under Reports > SecOps 

 
 
StreamOne Stellr 
 
You can access the SecOps portal under Subscriptions & Analytics 

 
 
 
 
Contact your TD SYNNEX representative to know more about this program and how to participate. 
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1st Time Access 
 
When accessing for the first time, you need to accept the Terms & Conditions. This banner will 
appear. Please read the Terms & Conditions and when you are done click Accept: 

 
 
Once accepted, if the reseller has not been used in the SecOps portal yet (so you are the first 
user under that reseller to access the SecOps portal), a wizard to start importing data will show 
up, indicating how many customers were found under your reseller: 

 
 
Clicking PROCEED will start the import process of all the customers data (depending on the 
number of customers and other aspects of your customers this process can take more or less 
time). Once the import process reaches 100% you will be able to close the wizard and you will 
be redirected to the home page with all the data already loaded.  
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Home Page 
 

Leverage our aggregated security dashboards to monitor your overall security posture through 

a single interface. 

 

This is displayed as default when you access the portal. It contains aggregated data from all the 

users so you can easily analyze the overall security by looking at the different widgets. The data 

represented in this page is refreshed automatically on a daily basis. 

 

 
 

Home Page Widgets 
 

Microsoft Secure Score 
 
This section shows the average Microsoft Secure Score of all your customers. Microsoft Secure 
Score is a measurement of an organization's security posture, with a higher number indicating 
more recommended actions taken. It includes Secure Score for Identity, for Apps and for Data. 
 
The graph displayed below shows the historical value of the aggregated Microsoft Secure Score 
over time. You can use different views in the graph by selecting a different range of time: 6 
months, 1 month, 2 weeks or 5 days. 
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Risk Level 
 

This section shows the average Risk Level of all your customers. 
 
Risk level for a given customer is currently calculated as follows: 100% minus the Microsoft 
Secure Score. This means that the more % of risk level, the higher the risk. 
 
Each risk level is measured as follows: 
 

• Low: 0% to 39% 

• Medium: 40% to 59% 

• High: 60% to 100% 
 
You have the option to click on the number of customers for each risk level so you can see the 
list of customers filtered by that risk level. 
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Top Critical Security Recommendations 
 

In this section are listed all the security recommendations as an average of all your customers. 
 

 
 

High Risk Customers 
 

In this section the most critical customers are listed based on their risk level. Only those that are 
marked with a high Risk Level are listed. 
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The box will be empty if no high risk customers were found. 
 

 
 
 

Featured Applications 
 
A couple of recommended security applications are displayed with the option to view their plans 
for purchasing them. 
 

 
 

Azure Consumption 
 

This section shows following  information: 

• Number of customers that have at least an Azure Subscription that is exceeding at least 

one budget. 
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• Number of customers that have at least an Azure Subscription that is exceeding at least 

one forecasted budget. 
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Customers 
 
Monitor your customer’s risk exposure through actionable insights. Prioritize high-risk 
customers, allowing users to focus on critical threats. Same as for the Home page, the data 
displayed here is automatically refreshed on a daily basis. 
 

 
 
For each of them, it shows the following information: 
 

• Customer: customer’s name 

• Domain: customer’s tenant domain name 

• Azure Subs: total number of active Azure Subscriptions 

• Entra ID: type of Entra ID license. Possible values: Basic/Free, Premium P1, Premium P2 

• 365: Active when the tenant has at least one 365 license 

• Azure Consumption: accumulated consumption of all the customer’s Azure Subscriptions 
for the current month. 

• Security Type: it represents what type of security is currently in place. Possible values: 
o No Security: Customer is not using Security Defaults and has no Conditional Access 

policy. 
o Security Defaults: Security Defaults is currently enabled. 
o Conditional Access: Customer has at least 1 Conditional Access policy in place. 

Conditional Access is a feature that is only available for customers with a premium 
P1 or P2 license. 

o Retrieval Error: there is no connectivity with the customer. In many cases, it can 
be fixed request a new GDAP relationship and making sure it gets approved. 
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• Risk Level: it represents the % risk level which is calculated as the opposite of the 
Microsoft Secure Score, so 100% - Microsoft Secure Score. A high risk level will be 
obtained when the Microsoft Secure Score is low and vice versa. 

• Top Threats: list with all the potential security threats that the customer could have. 

• Last Synched: date of the last time that the data was refreshed for that customer (it 
should not be more than 24 hours since it is automatically refreshed on a daily basis). 
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Customer Details > Overview 
Get an extensive view of your customer’s security posture, risk level, tenant status and security 
threats 
 
By clicking any of the customers either in the home page or customer list you will get individual 
details of that particular customer as displayed in the screenshot below. 
 
 

 
 

Widgets 
 

Tenant Status and Availability 
 

• Security Type (No Security, Security Defaults or Conditional Access) 

• Entra ID License Type (Basic/Free, Premium P1, Premium P2) 

• Microsoft 365 License: Yes/No 
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Risk Level 
 
It represents the % risk level which is calculated as the opposite of the Microsoft Secure Score, 
so 100% - Microsoft Secure Score. A high risk level will be obtained when the Microsoft Secure 
Score is low and vice versa. 
 

Microsoft Secure Score 
 
It displays the historical value of the customer’s Microsoft Secure Score over time. 
 

Security Recommendations 
 
It is a list of different security recommendations that are intended to help increase customer’s 
security posture. The progress bar and % represents what is the achievement of that 
recommendation for the customer. For example, “Enable MFA for all users” at 60% means that 
60% of your customers have MFA and 40% don’t. 
 
Click on the info icon to get more details about each recommendation. 
 

Azure Consumption 
 
It displays how many Azure Subscriptions are exceeding the budget and the forecasted budget. 
In case a given subscription has more than one configured budget, the one with the lowest value 
is used for the calculation. 
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Customer Details > Security Settings 
 
In this section, we will cover the Security Settings, how to configure them and what they do. 
 
Standardize the way to apply customer’s security policies and settings by reducing the time and 
effort to handle threats and improve customer’s security posture 
 
Please keep in mind that once you are done configuring, you need to click on the button to “Apply 
configuration”. 

Security Type 
Manage Security Options 
This section will allow us to choose what type of access control we want to implement. If you 
have a Premium license (P1 or P2), the recommendation from Microsoft and TD SYNNEX is to use 
Conditional Access, which includes different types of policies adaptable to any environment. 
 

 
 
Azure Security Defaults is a set of basic security settings that help protect organizations from 
common threats. They include requiring multi-factor authentication (MFA) for all users, blocking 
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legacy authentication protocols, and requiring administrators to perform risk-based MFA. It's an 
easy, one click solution for a baseline level of security.   
 
Conditional Access Policies in Microsoft Azure are rules that provide security measures when 
users attempt to access applications and data. Based on conditions like user identity, device 
status, or location, these policies determine whether access should be allowed, denied, or 
require further authentication, like multi-factor authentication. They offer a granular, adaptable 
approach to secure access control.  
All our Conditional Access Polices are created in Audit Mode and are not enforced.  
Signals that are included in this version include three categories User based rules, Device based 
rules and Mail based rules:   
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User Based Rules 
 

 
 
Geo Restrictions, toggle this option allows you to add locations you want to set as trusted 
locations, the list contains those regions recognized by Microsoft. You have no restriction on how 
many countries you wish to add.  
 
Link to Microsoft Docs for More Info on Geo restrictions: Microsoft GEO Conditional Access    
 
MFA for All Users, toggle this option to enforce MFA for all users that have been assigned to that 
tenant.   
 
Link to Microsoft Docs for More Info on MFA for all Users: Microsoft MFA for All users  
 
MFA for Azure Management, toggle this option to enforce MFA for Azure  
Management. This means users who are looking to make any changes in Azure, for example, 
creating or deleting a new resource group, then MFA would be required for this.   
 
Link to Microsoft Docs for More Info on MFA for Azure Management: Microsoft MFA for Privilege 
Actions  
 
 

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-by-location
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-mfa-strength
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-old-require-mfa-admin
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-old-require-mfa-admin
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Blocks Risky Login Restrictions, when you enable this option, it will block users who are classified 
as suspicious because of uncommon behavior. Azure will manage the risk level, analyze any 
suspicious behavior, and block the user from logging in. This will force the user to reset their 
password.   
 
Link to Microsoft Docs for More Info for Block Risky Log Restrictions: Microsoft Risky Login 
 
 

Device Based Rules   
 

 
 
Block Legacy Authentication, this option focuses on devices not users, enable this toggle for this 
option to block all superseded tenants using M365, POP3 SMTP and IMAP. 
   
Link to Microsoft Docs for More Info for more information on Block legacy authentication - Azure 
Active Directory - Microsoft Entra | Microsoft Learn  
 
Require compliant or Hybrid Azure AD joined device for Admins, accounts with administrative 
rights are targeted by attackers. Requiring Admins with these highly privileged rights to perform 
actions from devices marked as compliant or hybrid Azure AD joined can help limit possible 
exposure.   
 
Link to Microsoft Docs for more information Require administrators to use compliant or hybrid 
joined devices - Azure Active Directory - Microsoft Entra | Microsoft Learn  
 
Require compliant or Hybrid Azure AD joined device or MFA for Users, require all users to have 
at least MFA or connect from a compliant computer.  
 
Link to Microsoft Docs for more information Require compliant, hybrid joined devices, or MFA - 
Azure Active Directory - Microsoft Entra | Microsoft Learn 
 
 
 
 
 
 

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-risk-based-sign-in
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication
https://learn.microsoft.com/th-th/entra/identity/conditional-access/policy-alt-admin-device-compliand-hybrid
https://learn.microsoft.com/th-th/entra/identity/conditional-access/policy-alt-admin-device-compliand-hybrid
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa
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Mail Based Rules   
 

 
 
Block Legacy Authentication for 365 Apps, this option focuses on devices not users, enable this 
toggle for this option to block all superseded tenants using M365, POP3 SMTP and IMAP to access 
Microsoft 365 apps.   
 
Link to Microsoft Docs for more information on Block legacy authentication - Azure  
Active Directory - Microsoft Entra | Microsoft Learn  
 
Require MFA for 365 Apps, toggle this option to enforce MFA for All users with access to 365 
services.  
 
Link to Microsoft Docs for more information Require administrators to use compliant or hybrid 
joined devices - Azure Active Directory - Microsoft Entra | Microsoft Learn  
 
Require compliant or Hybrid Azure AD joined device or MFA for 365 Apps, require all users to 
have at least MFA or connect from a compliant computer to access 365.  
 
Link to Microsoft Docs for more information Require compliant, hybrid joined devices, or MFA - 
Azure Active Directory - Microsoft Entra | Microsoft Learn 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-legacy-authentication
https://learn.microsoft.com/th-th/entra/identity/conditional-access/policy-alt-admin-device-compliand-hybrid
https://learn.microsoft.com/th-th/entra/identity/conditional-access/policy-alt-admin-device-compliand-hybrid
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-alt-all-users-compliant-hybrid-or-mfa
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Exclusions   
 
An exclusion in Conditional Access Policies in Azure is a configuration that allows you to exclude 
certain users, groups, or applications from the effects of a Conditional Access Policy. Exclusions 
will create a new Azure AD Group to be added as an exception to the selected policies. 
 

 
 
Group Name; Select a name for the Azure AD Group.  
 
Select Users, Solution will check all your available users in Azure AD that can be added to the new 
group. (It is not required to add users now, they can be added manually later from the Azure 
Portal).  
 
You can then add the exclusion to selected Conditional Access Policies (if applies), click on each 
CA you want to add the exclusion. (It is not required to add the exclusion now, this can be added 
manually later from the Azure Portal). 
 
 
 
 
 
 



 

 26  

 

Conditional Access Policy Management: Post Deployment 
 
All Conditional Access Policies will be enabled as Report Only. This means Policy will only record 
which user-devices do not meet the requirements of the policy. Changing the policy to YES, once 
the solution has been deployed is recommended, please be aware that you would need to check 
the users’ configurations before you apply this setting to avoid lockouts. 
 

 
 
To access Conditional Access Polices, in the search box type “Conditional Access” and select 
Microsoft Entra Conditional Access.   
Edit policy: ON Conditional Access Section you will see a list of polices deployed on your tenant 
either (Enabled or Disabled). To edit these simply click on the desired Policy. 

• Add an Exception: Please be aware that it is very important to NOTE that you 
need to create an exception to avoid lockout on your own tenant.  
In the User/Devices section, select Exclude. Select User or groups to exclude 
from that policy.   
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Check Policy Status: you can check the status of every Conditional Access rule that has been 
created by simply pressing the Overview tab. In the Security Alerts, you can check a quick 
resume of compliance/noncompliance user-devices.  
 

 
 
Enforce Policy: On Conditional Access policy editor, you have the option to change the setting 
from Report Only to Enable or Disable. This step is mandatory to secure the environment.  
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Azure Budgets 
 

Managing your Budget Management and Budget Threshold 
 
In the “Budget tab,” you will have the option to manage your budget and to set budget 
thresholds. To use this option, you will need to have Cost Management enabled within your Azure 
environment.   
 
If you do not have cost management enabled in your tenant, then the “Enable” button will appear 
allowing the module to be enabled. You can continue to deploy the solution and re-deploy cost 
management at a later stage once enabled. It will just then add this setting to your Azure tenant.   
 
Once you have the budget enabled you start by creating a budget name, this is your identifier to 
ensure that your desired monthly amount does not exceed your monthly budget. In the Budget 
sum, you have the option to input the value. If your tenant is calculated in dollars, sterling, or 
euros, the solution will notify you once the threshold has been approached.   
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Budget Alerts 
 

 
 
Budget alerts allow you to set up your sender groups. You only have the option to set up one 
email notification alert, this can be individual email recipients or email groups. This means your 
Recipients will receive two alerts once the dedicated Budget percentage threshold has been 
reached. We have set an expiration date of 10 years, which means that this setting will stay in 
place for 10 years.   
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Azure Policies 
 

Azure Policies   
 
Azure policies include features which use a JSON format to form a logical evaluation that will 
determine if a resource is compliant or not. Definitions include metadata and the policy rule. 
The defined rule can use functions, parameters, logical operators’ conditions, and property 
aliases to match exactly the scenario you want. The policy rule determines which resources in 
the scope of the assignment are evaluated and blocked or allowed depending on the statement.   
 
When you enable Virtual Machine allowed SKU, this triggers the option to allow you to choose 
whether you want to enable High Performance CPU – High Performance GPU or Storage 
Optimized. These are a set of polices to control which type of Resources you want to DENY in 
your tenant. Each policy will deny a family of VMs depending on the optimized resources.   
 

 
 
High Performance CPU, toggle this option to DENY VMs from the H to F Families. 

 
High Performance GPU, toggle this option to DENY VMs from Nv, Nc, and Nd Families. 
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Storage Optimized, toggle this option to DENY VMs from LS Families. 
Resource Creation Limit Locations toggle this option to ALLOW those locations you want to 
create a set of Secure Locations; you can choose more than one location, and these will then be 
added to your list. All other locations will then be blocked.   

 
Resource Creation Disabled toggle this option to DISABLE any resource creation in all the Azure 
environment.   

 
Security: Enforce HTTPS on WebApps, by default; clients can connect to Azure App Service 
endpoints by using both HTTP and HTTPS. However, it is always recommended to redirect HTTP 
to HTTPs because HTTPS uses the SSL/TLS protocol to provide a secure connection, which is both 
encrypted and authenticated, to enable this restriction toggle this to enable.  

Link to Microsoft Docs for more information Enable HTTPS setting on Azure App service using 

Azure policy (microsoft.com)  

Security: Deploy Default Microsoft laaS Antimalware extension for Windows Server, A free real-
time protection capability that helps identify and remove viruses, spyware, and other malicious 
software, with configurable alerts when known malicious or unwanted software attempts to 
install itself or run on your Azure systems.  

Link to Microsoft Docs for more information,  Microsoft Antimalware Extension for  

Windows VMs on Azure - Azure Virtual Machines | Microsoft Learn   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://techcommunity.microsoft.com/t5/azure-paas-blog/enable-https-setting-on-azure-app-service-using-azure-policy/ba-p/3286603
https://techcommunity.microsoft.com/t5/azure-paas-blog/enable-https-setting-on-azure-app-service-using-azure-policy/ba-p/3286603
https://techcommunity.microsoft.com/t5/azure-paas-blog/enable-https-setting-on-azure-app-service-using-azure-policy/ba-p/3286603
https://techcommunity.microsoft.com/t5/azure-paas-blog/enable-https-setting-on-azure-app-service-using-azure-policy/ba-p/3286603
https://techcommunity.microsoft.com/t5/azure-paas-blog/enable-https-setting-on-azure-app-service-using-azure-policy/ba-p/3286603
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/extensions/iaas-antimalware-windows
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Authentication 
 

Authentication Methods  
 
Authentication methods allow you to manage your Password age, Password Polices and 
Passwordless advance features settings. 
  
This has been split into different categories.   

• Password Settings 

• Smart Lockout Settings 

• MFA Settings 

• Passwordless Functions 
 

 
 
 

Password Settings  
 
Password Expiration, by default Azure policy will force passwords to expire after 90 days, toggle 
this option to disable password expiration for all users.  
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Microsoft and TD SYNNEX recommend disabling password expiration. This will dissuade users 
from using similar passwords to ones they have previously created and encourage them to add a 
second authentication method such as MFA. 
 

Smart Lockout Settings  
 
Smart Lockout; toggle this option to set your lockout threshold. After three attempts and then 
set the duration of the lockout, (in seconds).   
 
Link to Microsoft Docs for More Information for Azure Smart Lockout: Microsoft Smart Lockout  
 
Custom Banned Password List: Azure Custom Banned Password list is a feature of Azure Active 
Directory (Azure AD) that allows administrators to create a custom list of passwords that cannot 
be used by users in their organization. This feature is used to enhance the security of user 
accounts by preventing the use of weak and easily guessable passwords.  
 
By default, the solution will take essential information from your tenant: Location, Zip Code, 
Domain Name and set as banned words.  
 

Password protection for Windows Server Active Directory, when enabled this protects your on-
premises Active Directory Domain Services (AD DS) Hybrid environment. You can install and 
configure Azure AD Password Protection to work with your on-premises DC. You also have the 
option to deploy the mode in Audit or Enforced mode.   

Link to Microsoft Docs for more information Enable on-premises Azure AD Password Protection 

- Microsoft Entra | Microsoft Learn  

 
 

MFA Settings  
 

 
 

https://learn.microsoft.com/en-us/microsoft-365/admin/manage/set-password-expiration-policy?view=o365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-operations
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Microsoft Authenticator, Microsoft Authenticator provides an additional level of security to 
your Azure AD account, with the Microsoft Authenticator app. Users can authenticate in a 
Passwordless way during sign-in or as an additional verification option during self-service 
password reset (SSPR) or multifactor authentication events.  
Please toggle this feature to enable it then you will have the different options to choose which 
notifications.  

- Show Application name in push and Passwordless notifications, this is going to show 
which application is trying to connect with Azure and if you want to allow it.   

- Show geographic location and Passwordless notifications, this option will show you 
in which region you are trying to connect, and if you want to allow it.   

If you enable Microsoft Authenticator this will affect all users in the tenant.   

Link to Microsoft Docs for more information Microsoft Authenticator authentication method - 

Azure Active Directory - Microsoft Entra | Microsoft Learn  

 
 

Password Less Settings  
 

 
 
Passwordless Functions, As MFA is a great way to secure organizations, users often get 
frustrated with the additional security layer on top having to remember passwords. 
Passwordless authentication is great and provides more convenience because the password is 
removed with something you have; plus, something you know.   
 
FIDO02, The FIDO (Fast Identity Online), Alliance helps to promote open authentication 
standards and reduce the use of passwords in the form of Authentication. To enable this 
function toggle this to enabled.   
 
Allow Self Service Setup, once FIDO02 is enabled you can allow self-service set-up.   
 
Enforce attestation, to enforce this function set the toggle to yes.   

https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app
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Customer Details > Recommended Products 
 
Depending on what the customer’s security configuration is, different recommended products 
will be displayed in this page. For each one, there is a link to view the plans and purchase them. 
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Customer Details > Tenant Details 
 
This page shows extra information about the customer. 
 

 
 
It includes: 
 
General Information 

• Company name 

• Domain name 

• Tenant ID 
 
Azure Subscriptions 
List of the customer’s active Azure Subscriptions, including their current and forecasted 
consumption. 
 
Microsoft 365 Licenses 
List of all Microsoft 365 licenses that the customer purchased. 
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Customer Details > Deployment Log 
This tab shows all logs that were generated after a customer synchronization or when a security 
setting was turned on or off. 
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Support 
 
You can submit your feedback or report an issue. Please click on the “?” icon you will find on the 
bottom right corner of the page. The following popup will open: 
 

 
 
You need to specify a title for the issue or feedback, a description and optionally you can attach 
files to the request. 
 
In case of an issue, a Support agent will contact you via email with an update of your case. 
In case of feedback, we will review it internally and get back to you once we have an update. 
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IMPORTANT: Please review the Name and Email Address that is displayed. If it is wrong or is an 
account that does not belong to you, you can edit both fields. This is important so that replies 
are sent to your mailbox. 
 
 


